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Consumer and Citizens' All payments- Introduction of ~ Telecom and Draft $280,000 fine
government personal data related data anew Bill on Tech regulation to for breaching
data must be must bestored  must bestored  Personal Data companies govern the data
stored locally locally in the country Protection must store transfer of localization law
(country's own users’ data in personal
version of the country for  information
GDPR) a while outside the
country
il — e = [ | - —
Jun’15 ‘ Feb’18 ‘ May'18 ‘ Dec'18 Mar'19 ‘ Oct'19 2020
Dec'13 Sep'16 ‘ Apr'18 Oct’18 ’ Jan'19 Jun'19 Dec'19
Telecommuni- Apple was The General Digital New law New law Personal Data
cation forced tostore  Data Protection communication  restricts exempts the Protection
companiesand  iCloud keys in Regulation providers must  transfer of private sector (PDPA) Act will
ISPs must store China after ("GDPR") have a healthcare data  from data come into force
data in the new data entered into domestic outside the localisation law
country regulation force representative country

came into force to deal with
data protection

—| issues  ogt =
‘.#
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Data Autonomy —
country’s own internet

Data Sovereignty —
Ban on international transfer
of data for all industries

Data Sovereignty —
Ban on international transfer
of data for selective industries

Data Mirroring —
Mandatory local copy
of data

Controlled localization -
Limited regulation
with clauses

Ctfet =218 H|0|E X YA

https://www.deltapartnersgroup.com/data-localisation-information-protection-balkanisation-internet
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Shard #1 Shard #2 Shard #1 Shard #2 Shard #3 Shard #1 Shard #2 Shard #3

________________

---------

MergeTree Table Engine 2|gt
- LSM Tree ?|gt2| table engine

- O| XIMI2 Index 7t ZX5IH ST &2l Table Component

Distributed Table Engine 7|4t

- Persistent Data X&' 4= Ot ( Write A| MergeTree Engine 22 77| 2[gt Buffer)
- Write A| Data £ &2|5}= Shard KeyE d2|5t11

- ReadA| ¥1ZEl MergeTree Engine?| Data £ #|&} ( Requestor/Remote Node )



4.2 =224 Clickhouse 7+ gt - Shard

Clickhouse Table Configuration - Shard

CREATE TABLE test
(
id Int64,
partition Int16
) (1)
ENGINE = MergeTree()
ORDERBY id

PARTITION BY partition; Table creation- 1,2 ' 'l E0| MergeTree Table 44°d

CREATE TABLE distributed_test ON CLUSTER

(
id Int64, ( 2)
partition Int16

)

ENGINE = Distributed ( ‘2shard_cluster’, ”, test, sipHash( partition) )

ORDERBYid

PARTITION BY partition;

Table A4 - 1,2, H .. £ &£ 0FR 2+ Distribution Table 44 (SYsHAH| 1,2 H =E0|A Ad)

<2shard_cluster> 3ojlq Atx F2|=|o{of & Cluster 74
<shard>
<replica>
<host>node1</host>
<port>9000</port>
</replica>
</shard> ( 3)
<shard>
<replica>
<host>node1 </host>
<port>9000</port>
</replica>
</shard>

</2shard_cluster> Configuration

DEVIEW
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4.3 228 Clickhouse 714 B - Replication a

always_fetch_merged_part

Prohibits data parts merging in Replicated*MergeTree-engine tables.

Clickhouse Table Configuration - Replication

When merging is prohibited, the replica never merges parts and always downloads merged parts from

ather replicas If there is no required data yet, the replica waits for it CPU and disk load an the replica

server decreases, but the network load on the cluster increases. This setting can be useful on servers with

CREATE TABLE fest Table creation on 1+ database relatively weak CPUs or slow disks, such as servers for backups storage.
( Possible values:
id Int64, = 0 — ReplicatedtMergeTree-engine tables merge data parts at the replica.
- = 1 — Replicated*MergeTree-engine tables do not merge data parts at the replica. The tables download
: partition Int16 merged data parts from other replicas.
ENGINE = ReplicatedMergeTree@:' /Clickhouse/tables/replicated/tes i'replica_1 ) e
ORDERBY id ' ’
PARTITION BY partition; <shard>
S Ut Zookeeper path ——— — ReplicaName replee”
<default_database>r0</default_database>
<host>ach011.nds.nfra.io</host>
CREATE TABLE test <port>9000</port>
( dintes </replica>
, <replica>
| partition Int16 <default_database>r1</default_database>
(E)ﬁglgl:;ﬁ:plicatedMergeTreeé’/ Clickhouse/tables/replicated/tes 'i’replica_z) :Ezic:;;r;(;z;;d;nfra.|o</host>
i
PARTITION BY partition; Table creation on 2" database </replica>

<internal_replication>true</internal_replication>

</shard> Configuration
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Clickhouse Table Configuration - Shard & Replication
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CREATE TABLE r0.Ics_url_array_basic CREATE TABLE r0.Ics_url_array_basic # 1
( (
CREATE TABLE r0.Ics_url_array_basic CREATE TABLE r0.Ics_url_array_basic # 2
( (
) CREATE TABLE r0.Ics_url_array_basic CREATE TABLE r0.Ics_url_array_basic # 3
R (
P ) date Date, date Date,
O 0 URL String, URL String,
P pv UInt64 pv UInt64
a ) ENGINE = )ENGINE =
—| ReplicatedMergeTree('/Clickhouse/cluster_202101/Ics_url_array_basic_0', ‘0") ReplicatedMergeTree('/Clickhouse/cluster_202101/Ics_url_array_basic_2','1")
PARTITION BY toYYYYMM( date) PARTITION BY toYYYYMM( date)
ORDERBY (URL) ORDERBY (URL)

CREATE TABLE default.dlcs_url_array_basic

(
date Date,
URL String,
pv UInt64

) ENGINE=Distributed( 'cluster_202101",", Ics_url_array_basic, sipHash64( URL ))

<shard>
<replica>
<default_database>r0</default_database>
<host>ach011.nds.nfra.io</host>
<port>9000</port>
</replica>
<replica>
<default_database>r1</default_database>
<host>ach012.nds.nfra.io</host>
<port>9000</port>
</replica>
<internal_replication>true</internal_replication>
</shard>
<shard>
<replica>
<default_database>r0</default_database>
<host>ach013.nds.nfra.io</host>
<port>9000</port>
</replica>
<replica>
<default_database>r1</default_database>
<host>ach011.nds.nfra.io</host>
<port>9000</port>
</replica>
<internal_replication>true</internal_replication>

</shard> Configuration
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£3! Distributed Table A444517|

<nds reatime k>
<sherd>

<repica>
<defauit database>r0</defauit databese>
<hostach11.ndsirajos/host>
<port>9000</port>

<repica>

<replca>
<defauit database>r1</defauit database>
<hostach012nds irajos/host>
<por>9000</port>

<repica>

<interma_repication>rue<interal._repication>

<interma_repication>trueinteral._repication>
<fsharc>
</nds realtime k>

Korean IDC

<interma_repication>rue</interal._repication>
<fsharc>
</nds_realtime._jpo>

Japan IDC

-

____________________________________________________

<nds_realtime_kr>

Lot

</nds_realtime_kr>

<nds_realtime_jp>

>

</nds_realtime_jp>

<nds_realtime_krjp>

>
>

</nds_realtime_krjp> Configuration

CREATE TABLE default.dlcs_url_array_basic ( date Date, URL String, pv UInt64 ) ENGINE=Distributed( nds_realtime_krjp', ", Ics_url_array_basic, sipHash64( URL ))

CREATE TABLE default.dlcs_url_array_basic ( date Date, URL String, pv UInt64 ) ENGINE=Distributed(nds_realtime_jp',", Ics_url_array_basic, sipHash64( URL ))

CREATE TABLE default.dlcs_url_array_basic_krjp ( date Date, URL String, pv UInt64 ) ENGINE=Distributed( nds_realtime_krjp', ", lcs_url_array_basic, sipHash64( URL ))
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ZHEl Distributed Table MM 2 E38l| Read/Write Path £ 22|

Write Path

_____________________________

Independent
Shard-space

Independent
Shard-space

Shard £%t
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Lot J|&2t 5% H/A topology & /%1 & 5= ULt

Write Path

T [ JP ] -------------------- N

-

Il

___________________

Replica0
Shard 1

Replica 1

Replica0

Shard L
Replica 1

___________

S S
N

Read Path

Replica0

[_shard1 ]« (_sharaL |

Replica 1

|

Replica0

Shard L+1
Replica 1

)
—

|

Replica0

[ Shard M+1
Replica 1

—

|

Shard M

Shard N
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Clickhouse 24t E|O|& 2|Hto| Unique AKX} A4t ( TOP L& 0|6t 2= C[O]|E] )

SELECT Table Japan  TableKorea  Table Taiwan

hour, o sum | length(user: AS

round(sum(pv / length(users))) AS pv,
unig(arrayJoin(users)) AS uv
FROM dlcs_stms_array_basic_20210706
WHERE (stname LIKE ‘'NHN/%') AND (age !="-)
GROUP BY hour
ORDER BY hour ASC

5))) AS
u AS

FROM t sic_2 i ic_2021070

WHERE (hour tname e l= "' ‘ & b

GROUP BY -

ORDER BY

Y= IDC
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Clickhouse =4t H[0|Z 2]%t2| Unique AEAL A|th (222 IDC H|O|E| CH )

SELECT
hour,
round(sum(pv / length(users))) AS pv,

Table Japan Table Taiwan

unig(arrayJoin(users)) AS uv
FROM dlcs_stms_array_basic_20210706 N1ICS_SIND_Ariay bdasic Kijp ZoaiDs
tname LIKE '‘NHN/2 = 4 /%') AND (age != '
WHERE (stname LIKE 'NHN/Z22£%/%") AND (age |="-') our
r ASC
GROUP BY hour
ORDER BY hour ASC

1S€ AS
AS

"‘NHN/Z 2 = /%) AND ( = .0)

NOUMAEWNKEHOS

ok
ga
"!

7|EFIDC




2= IDC off ZX WEBBROWSER AHEX}S| PV 2F UV |4t

SELECT Table Japan Table Korea Table Taiwan
hour,

round(sum(pv / length(users))) AS pv,
uniq(arrayJoin(users)) AS uv
FROM dlcs_stms_array_basic_krjp_20210710
WHERE (age ="-') AND (browser = "WEBBROWSER')
GROUP BY hour ORDER BY hour ASC

*WEBBROWSER" )

D

‘WEBBROWSER' )

DEVIEW
2021

(2 IDC Of|A| Service Tree 2+ 42t glo] )

"WEBBROWSER" )

ESt
o Hi






6.1 LSM-Tree & S3llA & Clickhouse 2| £% 3

2= O|o|E|= Append HEHE WriteEICt. (HE Write d&
- MEZ& LSM Component £ A8 Write
- Random I/0 -> Sequential I/0 £ Bi=t

Append only 2 X{ZHEl O] HIO|E{E CHA| 2fEOCZ 98 4= Y= MY (W2 Read H5)
- Back-ground Merge ProcessE E6lA{ CtA| Sequentlal Read dEUCE —’.E-HI
- Random Read -> Sequential Write

time
LSM Tree 2| Merge 2t ? <l
- [OJ|0|E{2 LUCH Xt CIQ| 2 L0 Sorting sto Data stream of k-v pairs ..are buffered in sorted memtables
. HE N IN INNE INE IN INEEE 5N 1IN
=8 O 2 B9l =2 o5 E 8'd5tH Merge o S
(O T T e [TIOTIT T 7 e
\'4 \'4
COC[ T [T
sorted = sorf:d; sorted =

and periodically flushed to disk..forming a set of small, sorted files.

http://www.benstopford.com/2015/02/14/log-structured-merge-trees/



6.1 LSM-Tree &

Merge Process = Write Performance 2| 7|

- LCA| 912 UHE CHH|SEY Strictly Sort

- Primary Key £ S3A] 12| Sequential Read

Merge Policy

E3fiM =

Clickhouse 2| E4!

- Cassandra 5 ?|E} LSM : Leveling Merge, Tiering Merge 2t 20| Merge Policy £ &l 5=

- Clickhouse : Partition By £ 54 Merge Component 2| Z|Cf 3I|E X%

2 ot= 20] 2t

OPTIMIZE Statement

This query tries to initialize an unscheduled merge of data parts for tables.

Warning

Creating a Table

CREATE TABLE [IF NOT EXISTS] [db.]table_name [ON CLUSTER cluster]

namel [typel] [DEFAULT|MATERIALIZED|ALIAS expri] [TTL expri],
name2 [type2] [DEFAULT|MATERIALIZED|ALIAS expr2] [TTL expr2],

INDEX index_namel exprl TYPE typel(...) GRANULARITY valuel,
INDEX index_name2 expr2 TYPE type2(...) GRANULARITY value2,

PROJECTION projection_name_1 (SELECT <COLUMN LIST EXPR> [GROUP BY] [ORDER BY]),
PROJECTION projection_name_2 (SELECT <COLUMN LIST EXPR> [GROUP BY] [ORDER BY])
ENGINE = MergeTree

ORDER BY_ expr.

PARTITION BY expr
[SAMPLE BY expr]
[TTL expr
[DELETE|TO DISK 'xxx'|TO VOLUME 'xxx' [, ...] ]
[WHERE conditior
[GROUPBka P[SETl aggr_func(vi) [, v2 = aggr_func(v2) ...1111
[SETTINGS n ve, ...]

D ‘partition_id'] [F:

[T TT .

N/

sor ted sof ted

\W4

[T T .
(T T T . ITTT e ([T T . Level 0

I

DEVIEW
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0] 7t

(LT T T .

N/

sorhd

Level 1

N N/ [

lIIIIIEEEEEEE = | Level 2

sorted =

http://www.benstopford.com/2015/02/14/log-structured-merge-trees/
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LSM Tree and Bloom Filter

- Bloom Filter & AI2510{ B2 LSM Component & Key data 2| 2[X|E A0

Query Al0j= GI0|E &= Part &2 [j0f|= Bloom Filter
- CH4 CIO|E{ & tHf 27| **Ot A+ AS

AA O

- CHo|2{3t EAMOZ CH 9| AL Write Visibility 7t H0{ &

As elements of a record could be in any level all levels must be

consulted. Thus bloom Filters are used to avoid files unnecessary reads.

-

[1[afifa]ol1] Bloom Filter

e Level O
l-urfud; 50
nnmns i Level 1
wl‘td:_:;‘
[T Level 2

http://www.benstopford.com/2015/02/14/log-structured-merge-trees/
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6.1 LSM-Tree & S9llA| & Clickhouse 2| £7 202

Bloom Filter 2| 7|2%Ql EX

- £ #4 (Key) 2t e (LSM-Tree Component ) 0f| £5H=X| OF'IX|F HAISH= H[0]| AHE
- O B2 , Space-Efficiently

- False Positive ( E% key 7t Zi&to]| £o1X] X2t QICt & s ) EX4
- False Negative (=0 QiICtD & o5 ) gls

, 2= 2 X Control 75

Insert A|2| S&t
- O|o|E| OICt N 7HQ] Hash Function S AF2SHH 1t 242 Bit Vector O] H|&8HA] Or ¢4t
- NIHe| gt~0| 2= NIHo|5te| HIET} M|& EIC} ( Bit Vector Space & 5= 7ts)

e S I I I

_|_
Search A| £t hel’ ELTTTITTTITTTTT]
- HM Y Keyol CisHAl N JH2| Hash Function@ 2 Q14t5t0{ Bit Vector & 718t EEEEEE +| [TTT T
- QFeF Bit Vector 7} 25 HX U= Ee (Component ) E &=Lt "o -
- False Positive 2| ££0| Zx{ ( L+ Component 0l Search ) m

["helle", "world"]
0f|) 2 72| H|0|E{E 372 Hash Function E&15t Bit Vector?| 2&

https://steemit.com/kr-dev/@heejin/bloom-filter
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212t9| MergeTree Table &
Replica0 [ Shard-1 ] [ Shard-N ] Distributed Table 2t £A[g{0]
ZEHOZ Query A2 75

Replica 1 [ Shard-1 ] [ Shard-N ]
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Query 253t S21X LSM Component 2| £440| MergeTree 7X| HHIE|0f QICL.
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Remote | 1(remotenode) .
ast stage
Requestor - :
T (remote node) aggregation
Remote . ‘
1 —_ :
Ti(remotenode : Data TranSfer —?—0'" Alxﬂl' ,E
~—| Remote | SO Nogs 'b *

\
1

! 1
1 1 1
| i H |
e 1 1 o | 1
I1 x-” QU ery Al ooH *l ?_I. i Ttotal i _i Tmax(remote node)i:Ttransfer + T(Laststage aggregation)
\ J \ /

H24%12|2} IDC2H2| Data Skew2 X2 Volume?| IDC H|0|E{= Msof 2 Qa2 0|X|X| o

l]IO



7.2 M=ol =0 QA

Remote/Requestor Node Separation

- Requestor Node : Query £ *E'oc*jof— Node
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LCS Query 45 H|x
« Query 1: gH4t2t Unig
o select hour, toInt64( sum ( pv / length(users) J), unig(arrayJoin( users) ) from dics_stms_array_basic_20210629 where ( stname like 'NHN/2t3 /5| 0| /2 HFE #/%') AND ( age I='-' ) GROUP BY hour ORDEFR
+ Query 2: g4t
« select hour, toInt64( sum ( pv / length(users) )} from dics_stms_array_basic_20210629 where ( stname like 'NHN/gt=/14 0| ={/26 & _2/%') AND ( age I="-' ) GROUP BY hour ORDER BY hour ASC
+ Query 3: AMT &Atat Unig
« SELECT hour, toUInt64(sumierge(pv)), unigherge(uv) FROM damtics_stms_array_basic_20210629 WHERE (stname like 'NHN/SH=/4|0|8{/2HHE_20/%") AND ( age 1="-' ) GROUP BY hour ORDER BY hou
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LCS Q1 LCS Q2 LCs a3
Try # Read and Write Node |ReadOnly Read and Write Node |ReadOnly |Read and Write Node  |ReadOnly
1 303 2043 1.873 2.144 3.534 3.033
2 2716 2551 1.984 2.39] 2973 3402
3 2927 2.834 1.624 2.05 3.14] 3.109
4 2.994 248 2.104] 2.24 3382 3.027
5! 2657 2932 2164 2457 3461 3119
6 2434 2612 2114 191 3.305 3.055
7 2991 1935 1.62 2.109] 3337 2977
8 2074 2559 1.985 2241 3777 3.19
9 2674 2.854 2.194 2428 3.243 3.023
10 2517 2023 2405 1.617 3.819] 3473
n 2.669 2.844 211 2397 3.5 3427
12 2.964 2.583 1.769 1.949 3.622 3
13 2.964 1.981 1.942 2437 3.098) 3.144
14 2747 2,605 1.948 2165 3.288 3378
15 2432 251 1.984 2127 3.28] 3.098
16 2623 2.547 1.607 1.61 3.306 2.759)
17 2713 2493 2061 2,009 3.087 3.083
18 2121 2,037 2241 1.954 3.637 3.082
19 2.709 2.555 2.392 1.584 3174 2915
20 3.04 2.508 2423 1.707 3591 2.805
Average 20271 2.07625]
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Privacy Laws Around the World

PIPEDA GDPR

Cyber
Security Law
ePrivacy
CCPA

P il Date
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|
i

https://www.good-id.org/en/articles/new-age-data-privacy-3-core-concepts-privacy-laws-around-world/
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